MIFARE® PLUS DEMO MANUAL
Version 1.0

GUI examples:

C#:
https://www.d-logic.net/code/nfc-rfid-reader-sdk/ufr-mfp-examples-csharp-gui.git
C++:

https://www.d-logic.net/code/nfc-rfid-reader-sdk/ufr-mfp-examples-cpp-gui.git

Console examples:

C

https://www.d-logic.net/code/nfc-rfid-reader-sdk/ufr-mfp-examples-c.git

C#:
https://www.d-logic.net/code/nfc-rfid-reader-sdk/ufr-mfp-examples-csharp-console.git
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About Mifare® Plus cards

- Keys can be stored as MIFARE® CRYPTO1 keys (6 bytes per sector) and AES keys (16 bytes per sector) -
Memory structure identical to MIFARE® Classic 4K (sectors, blocks)

Application demo

When you simply double click on the .exe and the program starts, you shall see that we have option of
Reader Open the usual way, with our ReaderOpen() function, or you can check the “Use Advanced options”
and use our Advanced options parameters to open communication port with ReaderOpenEx function,
provided you input correct parameters in Advanced options fields (reader type, port name, port interface
and additional argument). When the port has been successfully open, it will print out
“ReaderOpen/ReaderOpenEx was successful” in lower left corner and reader description in the text box on
the bottom of the application. After successful port open, it will start continuous search for card in its NFC
field. If found - it will print out cards type and UID in upper left corner. If not, it will show UFR_NO_CARD in
the same place where cards type would be. For example:

= Mifare Plus exarmple (= >

Feader O p=n
Adkranced optiors

Feadar Dpsn ] Advancad aptions
Czid infoimalion Lt mode
Card type: [DL_MIFARE_PLUS_S_$K_SL7 Cad UID: |04 306504 722300 000000 | §® Provided AES key () Fleader AES key

Peszonaization  Auth SL1 Swilch o SL3  Changes Master Kep  Charge Conlig Key  Change Seclorkey  Field Config Sef - Gel VIR Change T pollng | * 1 * !

Card master kay: [FFFFFFFFEFFEFFEFFEFFEFFEFFEFFERF | SL1 card autherdicalion key:  [FFPFFFEFFFFFFFFEFFEFFEFFERFEFFFE |
Cad configuration key: |FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF I Sekct VL kew: FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF
Level 2 swiich kay:  [FFEFFEFFEFFEFFEFFEFFEFFEFFEFFEFE | Prosimity check key: EERnAE S S dAn e IR e
Lewel 3 swilch ke iH—Hl-H-H—!-_HrHHn—H_r_rrHrHrl-r | W poling EMC ke FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF
WL poling MAL key |H-FI-H-I-I-FI-F!—I—I—FI-I—FI—I—FI—I—H—I—FI-I—FH— | Personalize cand

Al keys must be 16 bytes long,

ResderOpen was successTul.

Zuccess: D01 LIFR OK
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From the above picture, we can see all of the tabs dedicated to working with MIFARE® Plus cards. Keep in
mind that not all functions mentioned in this demo work with all three cards security levels. Also, all
functions on these tabs, except for the last three - “Data read, data write, Write keys into reader” depend
on Authentication mode that can be chosen in upper right corner. If we check “Provided AES key"” then we
will use functions with provided key required. And vice versa, if we check “Reader AES key” then our
functions will use reader key that we select on our tabs.

i Mifare Plus example — O .
Card irformation Auth mode
Cadtype: [DL_MIFARE_PLUS_S_4KSL1 | CadUID [0445510A7823:60000000 | | @ Provided AES key () Aeader AES key

Personafizetion | Auth 511 Swichto 513 Change Master ey  Change Corfig Key  Change Sectorkey  Field Corfig et Get UID - Change VC paling £ 4 [r

Let's start from Personalization tab:

Personalization  fyth SL1  Switchto SL3  Change Master Key Change Corfig Key  Change Sectorkey  Field Config 5et  Get LD Change VC poling | * L

Card master key [FFFFFFFRFFFFFFFFFFFFFFFFFFFFFFFE | SL1card auenticabonkey: | FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF |
Card configuration key: FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFE | Select VCkey: |FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF |
level 2swichkey:  |FFFFFFFFFFFFFFFFFEEFFFFFFFFFFFFE | Prowimity check key: |FFFFFFFFFFFFFFFFFFFFFFFFEFFFFFFF |
Level Jawtchkey |FFFFFFFFFFFFFFFFFEFFFFFFFFFFFFFE | VC poling ENC key: |FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF |
VCpoling MACkey ~ |FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFE | | Personalize card
Al kieys must be 16 bytes long.
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On this tab we have 9 keys that the card uses for its intended use and purpose. Inputting all of them and
clicking the “Personalize card” button will have our card set up for future use. All of these keys have their
use explained in their names. For example “Card configuration key” is used for changing cards configuration
settings, such as Field configuration settings, authorization of changing VC polling ENC/MAC keys, reader
AES keys, etc.. Cards default security level is Security Level 0. Cards security level automatically updates to
level 1 as soon as we complete card Personalization. On this level we can also choose AES authentication,
which is by default used on SL3. We accomplish that on the next tab.

Personalization Auth SL1  Switchto SL3  Change Master Key  Change Config Key  Chany
Provided AES key

Enter 511 card authentication key:
|FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF |

Feader AES key

Enter eader key index for 5L1 card authentication (0 - 15):

AES authentication on SL1

On this tab, depending on what authentication mode we selected in the upper right corner, we use one of
these keys to enable MIFARE® Plus authentication with AES keys instead of CRYPTO1 while it's in SL1
mode. MIFARE® Plus supports all MIFARE® Classic value-block operations either in SL1 or SL3 mode. After
security upgrade to SL3 mode, MIFARE® Plus uses Advanced Encryption Standard (AES) for authentication,
data integrity and encryption. In our demo we switch to SL3 on the next tab - “Switch to SL3".
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Personalization Auth SL1  Switchto SL3  Change Master Key  Change Config Key
Provided AES key

Enter level 3 switch key:
FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF

Reader AES key
Enter reader key index for level 3 switch key (0- 15)

Switch to 513

Usage of this tab is same for the previous. We check the authentication mode in the upper right corner,
enter or select key that we will use to authenticate this process and click on the button.

On next tab, we can change cards Master key. To do so, we must enter previous, old master key so we can
authorize usage of the new key that we enter.

Personalization  Muth SL1  Switchto 5L3  Change Master Key | Change Config Key
Provided AES key

Old card masterkey  |FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF

New card master key |FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF

Reader AES key

Reader key index for o
old card master key: “.
0. 15

New card master key |FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF |

Change master key
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The same principle goes for all of the key changes mentioned in our demo with an exception of changing
sector key - where we have to specify for which sector we shall be changing AES key.

As for the Field configuration settings, in other words use choice of Random UID that Desfire cards have or

regular UID, we authorize that setting with our cards Configuration key and select one of our options on
top: Use random UID or standard UID:

Personalization Auth SL1 Swichto SL3 Change Master Key Change Config Key Change Sector key Field Config S&t  Get UID
Random 1D opfion

(T use random 1D
(®) use UID

Provided AES key

Corfiguration key: |FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF |

3 F‘EEQEE.": '!'!l"‘ES. P-::E-'.I.- R P = et Bl Fobk e |
Enter reader configuration key index (0 - 15);

—

I Field configuration set I

The random UID feature means that the cards UID is new every time it is powered on, which means every
time it is used. To randomise the UID means that everytime the card is used, a new UID is recorded. This
each activity of the card cannot be linked to the user, and he chain of activity cannot be traced to the card.
Card needs to be in SL3 mode to use this feature. Only way to get cards true UID with this feature enabled
is to get UID with usage of VC polling ENC & MAC keys. We will demonstrate this in next tab “Get UID".

For example, our card generates a random UID like this:



#1

o' Mifare Plus example

Card information
Card type: |[DL_MIFARE_PLUS_S_4K_SL3 Card UIDv; |08:5C.C7:37.00.00:00.00:00.00

#2

o) Mifare Plus example

Card information
Card type: [DL_MIFARE_PLUS_S_4K_SL3 | Card UID: |08:5C:C7:37:00:00:00:00:0000 |

Each time our card gets into NFC field and gets powered on - it shall get new randomized UID. To see cards
true/factory UID, we enter ENC and MAC key or select them by their index if they are stored in the reader.




=y Mtare Flus example - T Py

Feader Jpen
Advancad optiong
Rieader Dpsh [] &dvancad options
Card inloimalicn Auth made
Card bype: |DL_MIFARE_PLUS_5_4K_5L3 Card LID: | 04:91: B0:06 75 23:80 00 00:00 !I ®) Provded AES key () Fleader AES key

Pesonalzation  Auth 511 Swilchlo 513 Change Master Key  Charge Conlig Eey  Changs Seclar key  Fiald CanfigSet GetUID  Charge WC pollng |4 | *
Fiardam |D aplicn
() wze random LD

®) wse UID

Provided 2ES key

Conliguratices: key: |FFFFFEFFFFFRFFFFFEFFFFFFFFFFFERF

Reader AE5 ke
Eribar teader configuration key ndsx [0 - 15k

0 v

I Fiel corfigueation sel I

Field cenfiguration set successful

| Success: [0D0 (T3] UFR_OK

From the image above we can see that UID has changed and will be so until we enable random UID again.
From the text box below we can see that our settings were set successfully.

Now we shall demonstrate Data reading and writing. This section has an exception of different
authentication modes and different reading/writing modes influenced by our choice of previously
mentioned authentication modes.

Here we have Key A and Key B authentication modes, as for the modes of reading/writing we have
Provided key mode, Reader key mode, AKM1 mode and AKM2 mode. For reference of these settings such
as KeyA/B authentications and AKM1/2 mode, you can find explanations in our UFR Series NFC reader API
here: https://www.d-logic.net/code/nfc-rfid-reader-sdk/ufr-doc



https://www.d-logic.net/code/nfc-rfid-reader-sdk/ufr-doc
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Example for Block read:

2 Mifare Plus example - O }(
Feader Open
[ : Advanced options
Reader Dpen [] &dvancad optane oo ype P! panie Bl pileiface
Card infoimalior Auth mode
Cad UID; 04306304 782300000000 | (@ Prowded AES key () FAeader AES key

Cand bype: [DL_MIFARE_PLUS_S_4K_5L1
Change CorfigKey  Change Sector ke Fieid Config Sel Get UID | Change VC poling ENC key | Chenge VT poling MAT key  Dataread Datawie Wt [*

Biock read  Block in sector ead  Linear tead

Pravided kay Feader key
Authanticalion mode Aulhesication mods
® Keps (O KeyB Block [0 @ Keyd O KeyB ek

i - 31 b CRYPTO 1] and
Resdel kepndex 0w [rg-1'jluﬂ.ES] s 1

FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF |

Key:
| Black 1ead prowided key Block read 1eader kep
AEMT kep AEM2 kg
Authertication made Authentication mode
® Keyh O KeyB Bock [0 v @ Keyd (O KeyB Bock [0~
Block 1aad AKM2 ey

| Elock mad AKM1 kay

Biock: [0 - 128 for 2 cardsl and (0 - 295 tor 3k cards

Block read was successtul.
Block dete: @4:30:60:00:7H:23:00:18:42:00:04:81:11:08:39:11

Suceess: (=00 (0] UFR_OK

Here we see that we successfully read block O with one of these functions, and block data has been written

in the bottom of the screen.
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Similar principle goes for Data writing with exception of entering data we wish to write in our card, for
example Block write:

s Mifare Plus examiple i m »
Feader Dpen
Advanced opbong
Reader Dpen [] Advancad options Fosie e Pipck e Pt ¥ihfasa
Card infoimalion Ltk mode
Card type: [DL_MIFARE_PLUS_5_4K_5L3 Cad UID: 0491 BROATEZIB0000000 | @ Provided AES key () Fleader A5 key

Change Corfig Ky Chenge Sector key  Field Config Set Get LID | Change YE paling ENC key  Chenge VT poling MAC key  Dataresd Dataweie o |+
Black wiite  Black in zector wile  Linea writs
Pravided key Aeader key

Autheniication mode
Block: 1 w |

@ Eeph L:J Eep B
Fey:  FFFFFFEFFFFF |

Block wite provided key
AR key
Autbenlicalion mode
® Fevd ) FevB
Block wibs SEMT kep

Bhack: |0 W |

Aulherbcation mode
® Koy & ) KeyB

Block: (B

ke ndexc 1D {0- 3 for CAYFTO 1] and
eyindex [0 | {015 fer AES) key

| Block wits reader key |

AEME ey
Authenlicabon mode —
@ Eaph ) FeyEB Block: 0. |

Black wiile AXM2 key

Elock: [0 - 128 for 2K, cards] and [0 - 255 fo 4k cards]
Dala: |DD]?1IZI]5‘I]4EEDEI]?[HDM1]:ID[EEF

Elock write was successful.

Success: [0=0000] UFR_CK

We just choose block that we wish to write into, enter or select key if needed and click on the provided
button. If we go back to reading, we will see our data written in,for example, block 1 successfully.
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Fieadsr 0pen
B Advanced opbiore

Reader Dpzn [] Advanced opbonz  Fosee ane Peri name Pl hilerface =
Card infaimalicn Buth mode

Card type: |DL_MIFARE_PLUS_5_K_5L3 CodLID: [0491 6004 782300000000 | @) Provided 4ES key O Fleader AE5 key
Change Config ey Change Sector bey  Fiedd Conlfig Sel GetUID Changs YC poling ENC key  Changs YT poling MAC key  Dataread st weke W[+
Biock read  Block in sector iead  Linear tead
Pravided key Feader key
Authantication mode Authenbc gion mods
® keys () KeyB Blck [0 ® KeyA O KeyB Elopk;

Key. |FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF Feader kepindess |0+ | [0- 31t CETPTO 1] and
— B 1P A N

| Block read eader kep

| Block 1ead provided key

AR key AKIAZ key
Suithentc ation mode Authentication moda
@ Kyt O KeyB Block: [0 v @ keys (O KeyB Bock 0 o
Elock 1ead AKM2 kep

Elack read AEMT kep

Blocs: (0 - 120 for 2 cards] and (0 - 255 tor 4k cards]

Block read was successful.
Block dete: @0:01:82:03:04:85:06:07:00:00:0A: 00 ;00 :00: 06 : OF

Suceess: [D000(0] UFR_CK

For storing keys in our reader, we have dedicated tab “Write keys into reader” where we can enter either
CRYPTO1 or AES keys, and lock further key input in our device or unlock it.
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& Mifare Plus example — u x
Fieadsr Opan
 _ Advanced opbiong
Fieader Dpen [] Advanced options R Fort naie Pl riterfzce
Card inloimalion Aulh made
Card tppe: |DL_HIFJSHE_FLLFS_S_-1K_SL3 | Card LI |E|-l 91 B 04 78 238000 00:00 | (@) Provided 4ES key () Aeader AES key

Chanpe Secter kew  Fisld Conlig Sel Get UID Chanige WC paling EMC key  Change VT paling MAC ke Dals read  Dals webe  'Wiite keps nto reader | 4 |*_

CAYPTO 1 Eeps AES keys

CAYPTO1 key  |FFFFFFFFFFFF AESkey |FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF
Erbei key indey [0 - 31]: |IZ| w| Erlei key index [0- 15 |0 ul

[ wite CRYFTO keyinto | Wiite AES key into teader

Unboc:k neadie Lock neader

Pazswond: Pagemod

i Urlock kevs 2 3 Lock kes

CAYPTO 1 key writing was successful

Success: [G=0000 UFR QK

As a reminder: CRYPTO1 key is 6 bytes long, AES key is 16 bytes long, and our password input is 8
characters, for the sake of simplicity.

API reference for functions used in this demo: https://www.d-logic.net/code/nfc-rfid-reader-sdk/ufr-doc
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